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Abstract
This research in progress work demonstrates how the formal, model-theoretic semantics of ontologies can be used for complement-
ing the technical speciﬁcations of Internet of Things (IoT) devices with additional high-level information derived from domain
ontologies in order to enhance utilization and interoperability. The presented approach substantiates the assumption that a more
elaborated description about a device’s capabilities and its features helps in integrating it in diﬀerent system contexts and fosters
interoperability among diﬀerent IoT devices. We show how basic technical information represented as RDF data can be used to
automatically classify IoT devices, how default capabilities can be deduced from these classiﬁcations, and how advanced features
can be inferred using domain semantics and formal reasoning. The applicability of the presented approach in real world settings is
demonstrated by a concrete example from an IoT use case.
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1. Motivation
The Internet of Things (IoT) represents a network of interconnected devices that actively participate in data ex-
change processes and which, to a certain extent, operate autonomously based on speciﬁc environmental aspects. One
of the main challenges in realizing an IoT lies in dealing with device and data heterogeneities and fostering the inter-
operability between devices, information, and services built on top of it 1. Ontologies and semantic description frame-
works play a crucial role in the IoT as they operate on top of a standardized data interoperability infrastructure and
enforce the concept of data uniformity that allows data and data semantics to be described in application-independent
ways. In doing so, semantic technologies and ontologies decouple data semantics from application logics, which
facilitates information exchange, adaptability, and interoperability among tools and systems.
In this work, we show how the formal, model-theoretic semantics encoded in ontologies can be used for deriving
more elaborated information about the capabilities and features of IoT devices based on their technical speciﬁca-
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tions, which are usually represented in XML-based data formats and markup languages such as AutomationML2
(see www.automationml.org) and exhibit only limited expressiveness compared to full-ﬂedged ontology languages.
The rationale behind the presented approach is to exploit the information encoded in the technical speciﬁcations of
IoT devices and link those information to the formal knowledge encoded in domain ontologies in order to foster inter-
operability and pervasiveness and to create more expressive machine-processable representations of an IoT device’s
supplemental data. The main feature that distinguishes the presented approach from most related knowledge repre-
sentation approaches in the IoT domain is that we exclusively describe high-level information about features of such
devices in the terminological part (aka TBox), i.e., the schema part of ontologies in order to fully exploit the for-
mal, model-theoretic semantics of the underlying ontology language and the logical entailments that can be computed
from it by a reasoner3,4,5. The deduced information can be used to (i) validate and verify the functional compatibility
of orchestrated IoT devices, (ii) check for the consistency of baseline information, (iii) make implicitly contained
knowledge explicit and thus complement baseline data of IoT devices. These possibilities are the main features that
distinguish an axiomatic representation of IoT device features and properties from a semi-formal representation using
de-facto XML-based industry modeling standards such as AutomationML6. Moreover, almost none of these current
de-facto standards exhibit an explicit machine-readable formalization of its semantics. To accurately interpret data,
special software with hard-coded knowledge and application logic has to be implemented. Developers are assumed
to have the correct understanding of the elements’ semantics, which is often error-prone. In contrast, we speciﬁcally
use Description Logics (DL) as knowledge representation framework since they provide well-understood reasoning
complexity and tractability3,7,8.
2. Approach
The presented approach builds on prior work from cyber-physical systems and robotics5,6,9 that demonstrate how
the formal and model-theoretic semantics encoded in ontologies can be used in (i) linking diﬀerent classiﬁcation
systems to express capabilities and features of components, (ii) propagate features among compound components,
and (iii) aggregate basic features into complex features based on the constituents of a superordinate system. Those
concepts can be utilized and adopted for the Internet of Things in order to enhance the utilization of IoT devices in
linking them together, foster collaboration between IoT devices, and enhancing their interoperability.
In order to achieve interoperability between diﬀerent IoT devices, diﬀerent kinds of domain ontologies need to be
deployed and linked together. In the ReApp project (see http://www.reapp-projekt.de/), for instance, a set of
domain ontologies for hardware and software components was developed upon which interoperability can be achieved:
Hardware- and software ontologies provide terms and taxonomical classiﬁcation systems for the representation of
technical aspects, capability ontologies exhibit classiﬁcation systems for the representation of functionalities, and a
baseline ontology links all these diﬀerent ontologies together. This set of ontologies enables a reasoner to infer higher-
level information about IoT devices, e.g., for orchestrating them in order to realize a speciﬁc application scenario, or
to retrieve a list of devices that satisfy a speciﬁc functionality requirement. Further details about the terms and
classiﬁcation systems can be found in Zander et al9.
The presented approach presupposes the existence of appropriate technical speciﬁcations, e.g., expressed using Au-
tomationML. The technical attributes are uplifted into a semantic graph representation using the Resource Description
Framework (RDF) (see https://www.w3.org/RDF/) based on transformation rules and domain heuristics6. The se-
mantic graph can then be processed by a DL reasoner for determining class membership and complementing contained
information with additional information. Axiom 1 illustrates this for the class SafetyLaserScanner and deﬁnes a set
of suﬃcient conditions (see Baader et al. 7) a device must fulﬁll to be classiﬁed accordingly:
SafetyLaserScanner ≡ ∃complyWith.IEC61496
 ∃hasSafetyIntegrityLevel.SILCL2
 ∃hasEnclosureRating.IP65 (1)
A reasoner is able to formally interpret this axiom and checks whether a device, i.e., its instance complies with the
IEC61496 safety standard, whether it has a safety integrity level of at least SILCL2 and an enclosure rating of IP65.
If this is the case, a device becomes member of the class and inherits further information associated with its type.
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Axiom 2 illustrates how capability information can be linked to hardware and software classiﬁcation systems for
IoT devices using role restriction axioms to assert that a speciﬁc capability (and all the capabilities it is subsumed by)
is the default capability for a given classiﬁcation type:
SafetyLaserScanner  ∃hasCapability.SafeMonitoringOf2DFields (2)
Role restriction axioms in general interlink roles, concepts, and quantiﬁers by forming an anonymous super class that
contains all the individuals that satisfy the given restriction3. More expressive DLs, in addition, allow for the speciﬁ-
cation of multiplicity constraints. When a component is classiﬁed as SafetyLaserScanner, the reasoner can infer that
it exhibits the default capability SafeMonitoringOf2DFields. Formally, this reads that the class SafetyLaserScanner
is subsumed by the complex class expressions ∃hasCapability.SafeMonitoringOf2DFields, which means that for
individuals (instances) of the class SafetyLaserScanner, it is necessary to participate in at least on hasCapability
relationship to members of the class SafeMonitoringOf2DFields.
Following this deduction logic, a reasoner is able to infer additional, i.e., more general capabilities as illus-
trated by axioms (6) and (7): Through axioms (3) - (5), the reasoner is able to deduce that members of the class
SafetyLaserScanner also participate in a hasCapability relationship to members of the class MonitoringOf2DFields
and Monitoring. This information can then be materialized in the form of ABox axioms, i.e., assertions for a given
individual so that this information can be queried and stored in common tripe stores.
SafeMonitoringOf2DFields  MonitoringOf2DFields (3)
MonitoringOf2DFields  Monitoring (4)
Monitoring  Capability (5)
SafetyLaserScanner  ∃hasCapability.MonitoringOf2DFields (6)
SafetyLaserScanner  ∃hasCapability.Monitoring (7)
The previous axioms allow for the formulation of more advanced information, for instance, to state that a device
exhibits certain superior features, which are deduced from its default capabilities, its type, and selected technical pa-
rameters. This concept is illustrated in Axiom 8 asserting that an IoT device has a feature HazardousAreaProtection
when it has the default capability SafeMonitoringOf2DFields, an enclosure rating of IP65 and when it is classiﬁed as
LaserScanner, which also subsumes all instances of the class SafetyLaserScanner:
hasFeature.HazardousAreaProtection  ∃hasCapability.SafeMonitoringOf2DFields
 LaserScanner
 ∃hasEnclosureRating.IP65 (8)
Such domain knowledge can then be transformed into RDF statements and added to an IoT device’s ontology-based
annotation model, i.e., its uplifted semantic description. The result of this step is illustrated by the following RDF
Turtle serialization excerpt (for reasons of readability and comprehensibility, namespaces have been omitted):
<urn:uuid:f81d4fae-7dec-11d0-765-00a0c91e6bf6>
rdf:type :SafetyLaserScanner ,
:LaserScanner ;
:hasModelName "Sick S30B-2011GA" ;
:hasCapability :SafeMonitoringOf2DFields ,
:MonitoringOf2DFields ,
:Monitoring ;
:hasFeature :HazardousAreaProtection .
Please note that the uuid in line 1 serves as identiﬁer of an IoT device. The materialization is important since the
information represented, e.g., by Axiom (6), (7), and (8) can not be queried directly using the standard RDF query
language SPARQL (https://www.w3.org/TR/rdf-sparql-query/) or indexed by typical RDF triple stores. En-
coding such information as assertional knowledge, i.e., in the ABox of ontologies allows clients to directly retrieve
and utilize such knowledge for a given IoT device; without a materialization, this would not be possible.
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3. Related Work
In the Web of Data (see W3C DATA ACTIVITY Building the Web of Data: https://www.w3.org/2013/data/),
ontologies have proven their usefulness for describing concepts and relationships between them. In recent years, re-
search initiatives started to focus on deﬁning and transferring semantics to IoT-related domains such as robotics and
automation. A core ontology containing common knowledge about IoT-related devices was developed by a new work-
ing group “ontologies for robotics and automation” within the IEEE-RAS10 committee. Moreover, Ion-Mircea and
Gerd developed an ontology for sensors and actuators in11 and claim that they were missing in the previous initia-
tives. A positioning ontology for devices as part of the core ontology concept was developed by the IEE RAS working
group12. An example of a component ontology to demonstrate the possible improvements and gains in robustness
when designing robotic systems using task-oriented models was developed by Nilsson et al13. Moreover, an extensive
investigation into the beneﬁts of combining ontologies and model-driven approaches is found in Assmann et al14.
4. Summary
In this work, we presented an approach for complementing the descriptions of IoT devices with additional informa-
tion deduced from the formal, model-theoretic semantics of domain ontologies in order to enhance their utilization and
interoperability. The presented examples demonstrate that the interpretability and expressivity of IoT device descrip-
tions can be signiﬁcantly improved using semantic description frameworks and baseline data can be complemented
in useful ways by exploiting the formal, model-theoretic semantics of domain ontologies. Although initial results
are promising, the open-world semantics of OWL are sometimes counter-productive and limit the set of additional
information that can be inferred. Future initiatives therefore aim at dealing with semantic description frameworks that
exhibit local closed world semantics that would, e.g., allow to infer whether certain information is missing from a
device’s description.
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